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1	Decision/action requested
This pCR proposes to add security policy handling for U2U relay. 
2	References
[1]	TR 33.740 v0.7.0
[2]	S3-233374 ProSe Phase 2 draft CR
3	Rationale
Security policy handling for U2U relay is missing. After finishing the PC5 establishment procedures in the L3 U2U relay, the 5G Prose Sources UE, Target UE and U2U Relay would have to implement hop-by-hop and end-to-end protection for user plane data at the same time, which is inefficient and would lead to redundant security protection.
This pCR proposes the following changes to [2] to support this conclusion.
4	Detailed proposal
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SA3 is kindly requested to approve the below pCR for inclusion in the draft CR in [2].
************ START OF 1st CHANGE*******
6.6.3.x	Security Policy for Remote UEs and U2U Relay
6.6.3.x.1 General
The 5G ProSe remote UEs and 5G ProSe UE-to-UE Relay are configured with security policies: hop-by-hop security policy and end-to-end security policy. These policies determine the use of either hop-by-hop security protection or end-to-end security protection between UEs when they communicate via U2U relay. In order to avoid both hop-by-hop and end-to-end protection for user plane data at the same time, the remote UEs and U2U Relay determine the the security to be applied based on the security policy for example using a protection indicator.  The Protection Indicator can be used to indicate the use of hop-by-hop security, end-to-end security, or both.
6.6.3.x.2 Security policy handling 
The PC5 establishment procedures defined in Clauses 6.6.3.1 and 6.6.3.2 of the present document can be re-used for establishing PC5 connectivity between the 5G Prose Source UE and 5G Prose Relay and  between the 5G Prose Target UE and 5G Prose Relay respectively with the difference as follows:
The Source UE, Target UE and U2U Relay are configured with the protection indicator of H2H or E2E security policy for the protection scheme to be used for communication between source UE and target UE.
The Source UE includes the indicator in the Direct Security Mode Complete message. 
After receiving the Direct Security Mode Complete message from the Source UE, if the indicator is the same as the indicator of the U2U Relay, then the Relay includes the indicator in the Direct Security Mode Complete message to the Target UE during the PC5 establishment procedures between the Target UE and Relay. 
If the indicator received by the U2U relay conflicts with that of the indicator from the U2U relay (e.g., Source UE support both and the U2U Relay indicates only E2E or only H2H), the U2U Relay includes the own indicator in the Direct Security Mode Complete message to the Target UE.
After receiving the Direct Security Mode Complete message from the U2U Relay, if the indicator is the same as the indicator of the Target, then the Target UE applies the indicated security policy. If the indicator indicates that both are supported, the Target UE can decide E2E or H2H is enforced. 

************ END OF 1st CHANGE*******

